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#define GET BIT(p, n) p[n/8] & (0x01<<(7-n%8))

TATFARAE, HSTWIRE— AN AR ARG, Feanid 2 5 26 A7, AL
BWREE 260 O 0 JFEATHED, WA 0x80 £% 2 fr, IEUFREETT A E, Frildk
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#define GET BIT(p, n) p[n/8] &  (0x80>>n%8)
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#tdefine SET BIT(p, n) p[n/8] |= (0x80>>n%8)

#define CLR BIT(p, n) pln/8] &= ~(0x80>>n%8)

B gL, AR EEOIN RS, R AR T .
#define GET BIT(p, n) (p)[(n)/8] &  (0x80>> ((n)%8))
#define SET BIT(p, n) () [()/8] |= (0x80>>((n)%8))

#define CLR BIT(p, n) (p)[(n)/8] &= ~(0x80>> ((n)%8))

T EE A e, AR TS Bl 1, LBEBEVIRE R

static uint8 t data ip[64] =

{
58, 50, 42, 34, 26, 18, 10,
60, 52, 44, 36, 28, 20, 12,
62, 54, 46, 38, 30, 22, 14,
64, 56, 48, 40, 32, 24, 16,
57, 49, 41, 33, 25, 17, 9,
59, 51, 43, 35, 27, 19, 11,
61, 53, 45, 37, 29, 21, 13,
63, b5b, 47, 39, 31, 23, 15,

I

static void data initial permutation(uint8 t *in, uint8 t *out)

{

int i;

~N O W o= 0 D

for (i=0; i<64; i++)
{
if (GET BIT(in, data ip[i]-1))
SET BIT (out, 1i);
else
CLR_BIT (out, 1);

FEREFF IS — A, N T BRSSP A &, BADvE— D ERES 7 —
AeRH, LI s e B AR, R ST R B HGR A E A A — R O, BAl5E 4
AU S A s EORACES, S B HRAN B A B S Bt g s BRI AT FERR PP (58 — i
FATIEE ek B 17— N

static void permutation(uint8 t *in, uint8 t *out, uint8 t *pc, int bits)

14 /19



DES %5 S3E VE o Mt http://www. tomcoding. com

{

int i;

for (i=0: i<bits; i++)
{
if (GET BIT(in, pcl[il-1))
SET BIT (out, 1i);
else
CLR_BIT (out, 1i);

EHEBRE

RS SR BE R h A R AR AT 5, (EAESEBUIN I  A SE BRI, PR 28 A2 3 >3
T PR AL AT A M BB AR ARSI, SRR 4 T ROERAE, K
IHE 4 DT LA, WA EA AW T .

static void key bits rotation(uint8 t *half, int r)

{
uint8 t hb; /* bR ®/

/* half[0], half[1l], half[2], half[3] */
hb = half[0] & 0x80;

/% B HENEE, N TR E LR L IR AR RALN 1 */
half[0] = (half[1] & 0x80) ? (half[0]<<1 | 1) : (half[0]<<1);
half[1] = (half[2] & 0x80) ? (half[1]<<1 | 1) : (half[1]<<1);
half[2] = (half[3] & 0x80) ? (half[2]<<1 | 1) : (half[2]<<1);
half[3] = (hb) ? (half[3]<<1 | 0x10) : (half[3]<<1);

/% TR RS RA LA 2 AHELL, Bl 2 i, FR—Ik */
if (key rotation[r] == 2)
{

hb = half[0] & 0x80;

half[0] (half[1] & 0x80) ? (half[0]<<1 | 1) : (half[0]<<1);
half[1] (half[2] & 0x80) ? (half[11<<1 | 1) : (half[1]<<1);
half[2] = (half[3] & 0x80) ? (half[2]<<1 | 1) : (half[2]<<1);
half[3] (hb) 2 (half[3]<<1 | 0x10) : (half[3]<<1);
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void key generation(uint8 t *key, uint8 t *subkey)

{
int i;
uint8 t left[4], rightl[4]; /% left & right half data */
uint8 t pk[7]; /% permuted key */

key permutation(key, pk);

memcpy (left, pk, 4):
left[3] &= 0xFO:

/0123 456 %/
right[0] = pk[3]<<4 | pk[4]>>4:
right[1] = pk[4]<<4 | pk[5]>>4:
right[2] = pk[5]<<4 | pk[6]>>4:
right[3] = pk[6]<<4;

for (i=0; i<16; i++)

{
key bits rotation(left, 1i);
key bits rotation(right, i):

memepy (pk, left, 4);
pk[3] |= right[0]>>4;
pk[4] = right[0]<<4 | right[1]>>4;
pk[5] right[1]<<4 | right[2]>>4;
pk[6] = right[2]<<4 | right[3]>>4;

key selection(pk, &subkey[i*6]);

T R

I R B R AR T B, A SO RAR B S 1R
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void des encrypt(uint8 t *data, uint8 t *subkey)

{
int i, J;
uint8 t middle[8], templ4];
uint8 t left[4], rightl[4];

/* KRB */

data initial permutation(data, middle);

/% PR N A AP IG S */
memepy (left, middle, 4):
memepy (right, middle+4, 4);

for (i=0; i<16; i++)

{
/% For YR, M 32 frF 48 firx/
data bits expansion(right, middle);

/% H5IX—# 07T T EdRAE +/
for (j=0; j<6; j++)
{

middle[j] "= subkey[i*6+j];

/% JEIL S BB, M 48 1] 32 fiix/
data substitute(middle, temp);

/x PEEEM, M 32 f1F) 32 {7 */

data permutation (temp, middle);

/% 5oy AT R EdRAE +/
for (j=0; j<4; j++)
{
temp[j] = middle[j] ~ left[j];

/x B HENERIA 7l sk, fAar@dAN ERrEEIR1G */
memcpy (left, right, 4);
memepy (right, temp, 4);

/* AT H R %/
memcpy (middle, right, 4);
memcpy (middle+4, left, 4);
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/x HATHRIEE S */

data final permutation(middle, data);

RE R

fif s A e iR, RS T E YIRS Ik, MOK[15] 2 K[0].

void des decrypt(uint8 t *data, uint8 t *subkey)

{
int i, J;
uint8 t middle[8], templ4];
uint8 t left[4], right[4];

data initial permutation(data, middle);

memcpy (left, middle, 4);
memcpy (right, middle+4, 4);

for (i=15; i>=0; i—)
{
/% 32 bits to 48 bits */
data bits expansion(right, middle);

/* exclusive or with subkey */
for (j=0; j<6; j++)
{

middle[j] "= subkey[i*6+j];

/* 48 bits to 32 bits */
data substitute(middle, temp);

/* 32 bits to 32 bits */
data permutation(temp, middle);

for (j=0; j<4; j++)

{
temp[j] = middle[j] = left[j];
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memepy (left, right, 4);
memepy (right, temp, 4);

memcpy (middle, right, 4);
memepy (middle+4, left, 4):

data final permutation(middle, data);
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